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Learning Objectives

By the end of this tutorial, you will be able to:
• Understand the fundamental principles and properties of zero-knowledge proofs
• Work with the mathematical foundations including set theory, number theory, and 

polynomials
• Grasp the cryptographic primitives that enable ZK proofs
• Apply ZK concepts to real-world problems, including blockchain applications
• Bridge biological systems thinking to cryptographic protocols

Prerequisites

This tutorial assumes:
• Basic understanding of algebra and mathematical notation
• Familiarity with cryptographic hash functions
• General programming or computational thinking background



Part 1: The Theory Behind Zero-Knowledge Proofs

1.1 What Are Zero-Knowledge Proofs?

Zero-knowledge proofs (ZKPs) are cryptographic protocols that allow one party (the 
prover) to convince another party (the verifier) that a statement is true without revealing 
any information beyond the validity of the statement itself.

Historical Context: In 1989, MIT researchers Shafi Goldwasser, Silvio Micali, and 
Charles Rackoff introduced the concept in their groundbreaking paper on interactive 
proof systems. They posed a fundamental question: What happens when neither the 
prover nor the verifier trusts the other?

The Three Essential Properties

Every zero-knowledge proof must satisfy these three fundamental properties:

Property Description

Completeness If the statement is true and both parties follow the protocol 
honestly, the verifier will be convinced.

Soundness If the statement is false, no cheating prover can convince the 
verifier (except with negligible probability).

Zero-Knowledge The verifier learns nothing beyond the fact that the statement 
is true. No additional information is revealed.

Classic Problem: Graph Three-Coloring

Problem Statement: Given a graph with vertices and edges, can you color each vertex 
with one of three colors such that no two adjacent vertices share the same color?

Real-World Application: University timetabling. Each class is a vertex, edges 
represent shared students, and colors represent time slots. The university must prove 
their schedule works without revealing which students are in which classes.

Biological Analogy: Think of protein folding constraints. Just as amino acids must fold 
into specific configurations without colliding, classes must be scheduled without 
conflicts. The system must prove validity without exposing the complete folding pathway 
or student enrollment data.



1.2 Why NP-Complete Problems Matter

The graph three-coloring problem is NP-complete, which makes it particularly significant 
for zero-knowledge proofs.

Definition: A problem is NP-complete when:
• Any input produces a yes/no output
• 'Yes' answers can be demonstrated with a short solution
• Solutions can be verified quickly
• A brute-force algorithm can find solutions by trying all possibilities

The Power of Universal Simulatability: If we can solve one NP-complete problem 
efficiently, we can transform any NP problem into it and solve it in polynomial time. This 
means we have an entire class of problems that can be proven efficiently with zero-
knowledge proofs.



1.3 Interactive vs Non-Interactive Proofs

Zero-knowledge proofs can be either interactive (requiring back-and-forth 
communication) or non-interactive (single message proof).

Interactive Proofs

The classic three-step structure:
1. Prover generates a solution (witness) and sends a commitment
2. Verifier responds with a random challenge
3. Prover computes final proof based on commitment and challenge

Challenges: 
• Requires real-time interaction between parties
• Verifier could collude with prover to fake proofs
• Secret values must be stored securely

Non-Interactive Proofs: The Fiat-Shamir Heuristic

The Fiat-Shamir heuristic transforms interactive proofs into non-interactive ones by 
replacing the verifier's random challenge with a cryptographic hash function.

Key Innovation: Instead of waiting for a verifier's challenge, the prover uses a hash 
function to generate the challenge themselves. The prover doesn't know which data to 
reveal until after committing to it (via Merkle root), ensuring security.

Critical Insight: This works because computation is fragile--a single bit flip could 
invalidate everything. How do we check every piece without examining each 
individually? The answer lies in polynomials.



Part 2: The Mathematical Foundations

2.1 Set Theory: The Language of Mathematics

Definition: A set is a collection of distinct objects (called elements or members).

Example: Fruit = {apple, orange, pear, banana}

Essential Notation

Symbol Meaning Example

∈ is an element of apple  Fruit∈

∉ is not an element of potato  Fruit∉

⊆ is a subset of {orange}  Fruit⊆

Why This Matters for ZK Proofs: Set theory defines the ranges and constraints for 
cryptographic protocols. In ZK proofs, we often need to prove an element belongs to a 
specific set without revealing the element itself.

2.2 Number Theory: Working with Integers

Number theory studies integers and their properties. Understanding different types of 
numbers is crucial for cryptography.

Type Symbol Examples

Integers ℤ ..., -2, -1, 0, 1, 2, ...

Rational ℚ 1/2, 3/4, -5/7

Real ℝ π, √2, e, 1/3

2.3 Modular Arithmetic: Clock Mathematics

Definition: Modular arithmetic is a system where numbers 'wrap around' after reaching 
a specific value (the modulus).

Clock Example: On a 12-hour clock, 11 + 2 = 1 (not 13). We write this as: 13 mod 12 = 
1



Notation: n mod k means the remainder when n is divided by k

Examples:
• 25 mod 3 = 1 (because 25 = 8 × 3 + 1)
• 15 mod 4 = 3 (because 15 = 3 × 4 + 3)

Critical for ZK Proofs: Modular arithmetic keeps computations within manageable 
bounds. When working with a finite field defined by prime p = 17, all operations wrap 
around at 17. This is essential for:

• Working with fixed-size integers (u32, u64)
• Enhancing security through mathematical complexity
• Creating efficient arithmetic circuits



2.4 Group Theory: Understanding Structure

Definition: A group is a set of elements with an operation that satisfies four axioms.

The Four Group Axioms

Axiom Explanation

Closure The result of the operation on two group elements is also in 
the group. Example: Adding two integers gives another 
integer.

Associativity Order of grouping doesn't matter: (a + b) + c = a + (b + c). 
Example: (5 + 4) + 3 = 5 + (4 + 3)

Identity There exists an element that leaves others unchanged. 
Example: 0 for addition (7 + 0 = 7), 1 for multiplication (7 × 1 = 
7)

Inverse Every element has another that produces the identity. 
Example: For addition, 5 + (-5) = 0; for multiplication, 2/3 × 3/2 
= 1

Why Groups Matter: Groups form the foundation of cryptographic structures like RSA 
and elliptic curve cryptography. Understanding groups helps us work with subgroups, 
which are essential for analyzing cryptographic systems.

2.5 Fields: The Foundation of Cryptography

Definition: A field is a set where you can add, subtract, multiply, and divide (except by 
zero) and all operations satisfy specific axioms.

Finite Fields (Galois Fields): A field with a limited number of elements. The number of 
elements is always a prime power.

Key Property: Any arithmetic operation in a finite field stays in the field (because 
operations are performed modulo the field order).

Generators: Every finite field has a generator--an element that can produce all non-
zero elements through repeated multiplication.

Example: Finding a generator in ₇ℤ
Let's check if 3 is a generator in the field of integers modulo 7:

• 3¹ ≡ 3 (mod 7)
• 3² ≡ 2 (mod 7)



• 3³ ≡ 6 (mod 7)
• 3⁴ ≡ 4 (mod 7)
• 3⁵ ≡ 5 (mod 7)
• 3⁶ ≡ 1 (mod 7)

Since powers of 3 generate all non-zero elements {1,2,3,4,5,6}, 3 is a generator!

Critical for ZK: Generators enable homomorphic encryption--computing on encrypted 
data without decrypting it. This is the key to the 'zero-knowledge' part of zero-knowledge 
proofs.



2.6 Polynomials: The Heart of ZK Proofs

Definition: A polynomial is a function with variables raised to powers and combined 
with coefficients:

P(x) = a xⁿ + a ₁xⁿ ¹ + ... + a₁x + a₀ₙ ₙ₋ ⁻

Why Polynomials Are Magic for ZK Proofs:
• Unbounded Information: A single polynomial can encode an unlimited amount 

of data
• Reconstruction: Given enough points, the entire polynomial can be 

reconstructed (Lagrange Interpolation)
• Error Amplification: Small changes in input create large changes in output, 

making tampering obvious
• Parallel Verification: One equation between polynomials represents infinitely 

many equations between numbers

The Schwartz-Zippel Lemma

Key Insight: If you evaluate a polynomial at random points and it equals zero, it's very 
likely the polynomial is identically zero (all coefficients are zero).

If P(x) has degree d and you pick a random point from a set S, the probability that P 
equals zero by random chance is at most d/|S|.

Application: This lets us verify polynomial identities efficiently by checking a few 
random points instead of every possible value.

How Polynomials Enable ZK Proofs

The Process:
4. Encode your data or computation into a polynomial P(x)
5. Create constraints using constraint polynomials (e.g., C(x) ensures P(x) is 0 or 

1)
6. Commit to P(x) by creating a Merkle tree of evaluations
7. Challenge verifier randomly selects points to check
8. Verify check values against Merkle root and expected relationships

Result: Regardless of how large the polynomial is, we can verify equations between 
polynomials quickly and succinctly. Any errors are amplified, and using the Fiat-Shamir 
heuristic, these proofs become non-interactive.



Part 3: The Cryptographic Primitives

3.1 Symmetric vs Asymmetric Encryption

Aspect Symmetric Asymmetric

Keys Same key for encryption and 
decryption

Public key for encryption, 
private key for decryption

Speed Fast, efficient Slower, more computation

Security Key must be shared securely Public key can be shared 
openly

Examples AES, ChaCha20 RSA, ECC, Ed25519

3.2 The Discrete Logarithm Problem

Definition: Given g, h, and p, find k such that:

gᵏ ≡ h (mod p)

Where:
• g is a known base (generator)
• h is a known result
• p is a prime number
• k is the unknown exponent we're trying to find

Why It's Hard: For large numbers, there's no efficient algorithm to solve this problem. 
This difficulty forms the security basis for:

• Diffie-Hellman Key Exchange
• Digital Signature Algorithms (DSA, ECDSA)
• Many blockchain systems including Solana

3.3 Elliptic Curves: Efficient Security

Definition: An elliptic curve is defined by the equation y² = x³ + ax + b

Key Advantage: A 256-bit elliptic curve key provides the same security as a 3072-bit 
RSA key. This means:

• Faster encryption and decryption
• Less storage space for keys
• Reduced data transmission (crucial for blockchains)



Important Curves

Ed25519 (Edwards Curve): Used by Solana, OpenSSH, and Tor. Known for:
◦ Fast signature generation and verification
◦ Resistance to side-channel attacks
◦ Unified addition formula (same formula for adding and doubling)

Curve25519 (Montgomery Curve): Used for key exchange in TLS and other protocols. 
Features:

◦ Constant-time operations (security against timing attacks)
◦ Only requires x-coordinates for scalar multiplication
◦ Efficient Montgomery ladder algorithm

Critical Insight: Think of elliptic curves as a replacement for modular arithmetic. They 
offer the same security with much smaller key sizes, making them ideal for resource-
constrained environments like blockchains.

3.4 Randomness: The Foundation of Security

Why Randomness Matters:
• Key Generation: Cryptographic keys must be unpredictable
• Nonces: Prevent replay attacks
• Salts: Protect against precomputed attacks
• Protocol Security: Ensure fairness and prevent exploitation

Verifiable Random Functions (VRFs)

Definition: A VRF produces a random output AND a proof that the output was 
generated correctly.

The Process:
9. Key Generation: Create public and private RSA keys
10.Computation: Hash the input, sign it with private key to get output
11.Verification: Anyone can verify using the public key

Applications: VRFs are used in consensus mechanisms (Algorand, Cardano, Internet 
Computer, Polkadot) and randomness services (Chainlink VRF, Pyth Entropy).



Part 4: Putting It All Together

4.1 How ZK Proofs Actually Work

Now that we understand the theory, math, and cryptography, let's see how they 
combine to create a zero-knowledge proof:

Step-by-Step Construction

12.Problem Selection: Choose an NP-complete problem (verifiable in polynomial 
time)

13.Polynomial Encoding: Transform the computation into a polynomial P(x)
14.Field Selection: Work within a finite field (modulo prime p) to keep values 

bounded
15.Constraint Creation: Build constraint polynomials to enforce correctness
16.Commitment: Create a Merkle tree of polynomial evaluations, share root hash
17.Challenge Generation: Use Fiat-Shamir to generate random challenge points 

(non-interactive)
18.Response: Provide polynomial values at challenge points with Merkle proofs
19.Verification: Check values against Merkle root and polynomial relationships

Why This Works

Completeness: Honest prover with valid solution will always convince verifier

Soundness: Dishonest prover cannot fake proof because:
◦ Polynomials amplify errors (small change = big difference)
◦ Challenge points are random (unpredictable)
◦ Merkle commitment prevents changing answers after challenge

Zero-Knowledge: Verifier only sees:
◦ A few random polynomial evaluations
◦ Merkle proofs (hash paths, not actual data)
◦ Confirmation that relationships hold

The verifier learns nothing about the actual solution or computation details!

4.2 Connecting to Biological Systems

For Computational Biologists: Zero-knowledge proofs share deep structural 
similarities with biological verification systems.

ZK Proof Component Biological Analog Insight



Polynomial encoding DNA/RNA sequences Both encode vast 
information in compact 
form

Constraint polynomials Protein folding 
constraints

Both enforce structural 
validity

Random sampling 
verification

Immune system 
surveillance

Both detect anomalies 
through sampling

Error amplification Mutation detection 
cascades

Small changes trigger 
large responses

Merkle tree commitment DNA methylation patterns Both create tamper-
evident records

4.3 Real-World Applications

Zero-knowledge proofs enable powerful applications across industries:

Privacy-Preserving Transactions: Prove you have sufficient funds without revealing 
your balance (Zcash)

Scalability: Prove thousands of transactions are valid with a single small proof (ZK 
Rollups, ZK Compression on Solana)

Identity Verification: Prove you're over 21 without revealing your birthdate

Secure Voting: Prove you're an eligible voter without revealing your identity

Supply Chain: Prove product authenticity without exposing supplier details

Machine Learning: Prove a model was trained correctly without revealing the training 
data



Conclusion and Next Steps

You've now covered the foundational theory, mathematics, and cryptography that power 
zero-knowledge proofs. You understand:

• The three essential properties: completeness, soundness, and zero-knowledge
• How NP-complete problems enable universal proof systems
• The mathematical foundations from set theory to polynomials
• The cryptographic primitives that ensure security
• How these components combine to create practical ZK proofs

What's Next

To deepen your understanding:

20.Complete the accompanying workbook with exercises and problems
21.Read Part 2 of the Helius series: 'Zero-Knowledge Proofs: Its Applications on 

Solana'
22.Experiment with ZK libraries like circom, ZoKrates, or gnark
23.Explore Solana's ZK Compression to see practical blockchain applications
24.Study specific ZK protocols like zk-SNARKs, zk-STARKs, and Bulletproofs

Additional Resources

• Original Helius article: https://www.helius.dev/blog/zero-knowledge-proofs-an-
introduction-to-the-fundamentals

• MIT Interactive 3-Coloring Demo: 
https://web.mit.edu/~ezyang/Public/graph/svg.html

• Khan Academy Cryptography: 
https://www.khanacademy.org/computing/computer-science/cryptography

• Elliptic Curves by Georgie Bumpus: 
https://tomrocksmaths.com/2021/04/20/elliptic-curve-cryptography/

• ZK Camp Cryptography Guide: https://www.zkcamp.xyz/blog/zk-cryptography

Remember: Zero-knowledge proofs are about proving knowledge without revealing 
information. This tutorial has given you the tools to understand how this seemingly 
impossible feat is achieved through the elegant combination of theory, mathematics, 
and cryptography.

Happy learning!
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